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	POLICY



It is the policy of Clover Park Technical College that artificial intelligence (AI) tools may be used by all faculty, staff, administrators, and students to support institutional work, advance student success, and enhance operational effectiveness. The College’s obligation is to ensure that AI use does not compromise the privacy of students and employees, expose the institution to legal liability, or violate applicable law. AI use is encouraged where it adds value; this policy governs how that use is carried out responsibly.

All use of AI tools involving institutional data must comply with Washington State OCIO Standard 141.10 data classification requirements, as adopted by the State Board for Community and Technical Colleges (SBCTC). The core requirement is that the sensitivity of the data determines the appropriate tool. Category 1 (public) data may be used with any tool. Category 3 and Category 4 (confidential) data may only be used with CPTC-designated enterprise-licensed platforms that have executed Data Processing Agreements with the College. Category 2 (sensitive) data falls between these thresholds, with enterprise platforms preferred.

This policy applies to all faculty, staff, administrators, and students when using AI tools in connection with CPTC institutional responsibilities, college operations, or institutional data, regardless of whether a college-issued or personal device is used. For the use of AI in teaching, learning, and academic work specifically, see also Policy 4.19 Generative AI in Instruction.

	PROCEDURE



Data Classification and Permitted Tools
Before using any AI tool with institutional data, all users must identify the classification level of that data. When the classification of specific data is unclear, treat it as Category 3 until confirmed otherwise by IT or a supervisor.

	Category
	CPTC Examples
	Classification
	Permitted AI Tools

	Category 1 Public Information
	Published program information, marketing content, public schedules, website content, general curriculum descriptions
	Information that can be or currently is released to the public.
	Any tool — including individually licensed or consumer-tier AI. No restriction.

	Category 2 Sensitive Information
	Draft strategic plans, internal policy drafts, accreditation materials, pre-decisional budget, board materials, general workforce partner communications, program review documents
	Not specifically protected by law; for official use only. Generally not released publicly unless requested.
	Enterprise platforms preferred. Individually licensed tools permissible where no partner-confidential or legally protected content is involved.

	Category 3 Confidential Information
	Student records, grades, transcripts, financial aid, disability accommodations, disciplinary records, employee HR records, salary data, performance evaluations, employer partner data under confidentiality contract
	Specifically protected from disclosure by law, including FERPA and RCW 42.56.590.
	CPTC-designated enterprise platforms with executed Data Processing Agreements only. Individually licensed and consumer-tier tools are not permitted.

	Category 4 Confidential / Special Handling
	Minor student records (Running Start), clinical and healthcare-adjacent records, Social Security numbers, legally privileged communications, records under court order or special regulatory protection
	Specifically protected with especially strict handling requirements. Serious legal or safety consequences may arise from unauthorized disclosure.
	CPTC-designated enterprise platforms with executed Data Processing Agreements only. Department-head approval required before use. No exceptions.



The enterprise and consumer tiers of the same AI platform are not equivalent. A personal or free-tier account does not carry the data protections of a CPTC institutional license, regardless of the tool’s name. Enterprise status is determined by how the account is procured, not by the tool itself.

Approved Enterprise Platforms
IT maintains and publishes a current list of CPTC-designated enterprise AI platforms. These platforms have been vetted to confirm executed Data Processing Agreements, data isolation from other organizations, and contractual commitments against using CPTC data to train AI models.
Any employee who wishes to use an AI tool not on the approved list with Category 3 or Category 4 institutional data must submit a request to IT for evaluation before use. IT will assess whether the tool meets data protection requirements and respond within 15 business days.

Standards for All Users
All faculty, staff, administrators, and students using AI tools in connection with CPTC work or institutional data must:
1. Verify accuracy.  Review and confirm AI-generated content before use in official communications, public-facing materials, student-facing contexts, or any situation where accuracy is consequential. AI systems can produce false, outdated, or fabricated information.
1. Protect institutional data.  Not enter Category 3 or Category 4 data into any AI tool that is not a CPTC-designated enterprise platform with an executed Data Processing Agreement. This applies regardless of device, account type, or intent.
1. Own the work product.  Remain professionally and legally accountable for all work regardless of AI involvement. AI assistance does not transfer responsibility for accuracy, compliance, or outcomes.
1. Report incidents promptly.  Notify IT immediately if Category 3 or Category 4 data may have been entered into a non-designated AI tool. Washington state law imposes breach notification obligations. Early reporting allows the College to take protective action.
1. Respect copyright and intellectual property.  Not use AI to reproduce or repurpose copyrighted content in violation of law or College policy. Verify AI-generated content does not infringe existing intellectual property before institutional use.

Prohibited Uses
The following are prohibited for all faculty, staff, administrators, and students:
1. Entering Category 3 or Category 4 data into any AI tool that is not a CPTC-designated enterprise platform with an executed Data Processing Agreement.
1. Using AI to make or automate consequential decisions about individuals — including admissions, grading, discipline, hiring, or accommodations — without meaningful human review and documented accountability.
1. Creating or distributing synthetic likenesses (deepfakes) of real persons without their explicit consent, in violation of RCW 9A.60.010 and RCW 9A.60.045.
1. Acquiring or deploying AI services involving Category 3 or Category 4 institutional data without prior written authorization from IT and completion of a security design review.
1. Using AI tools in ways that violate FERPA, Washington state ethics law (RCW 42.52.050), the Washington Privacy Act, or other applicable law or College policy.

Disclosure
AI use must be disclosed in official institutional documents submitted to external bodies, including accreditation materials, grant applications, and board reports. Disclosure should identify the tool used and describe how the content was reviewed. Disclosure is encouraged, but not required, for routine internal drafting, brainstorming, and administrative tasks.

Related Policies and References
Related CPTC Policies: Policy 3.9 Acceptable Use of Technology Resources | Policy 3.13 Copyright | Policy 3.21 Records Retention | Policy 4.19 Generative AI in Instruction | Policy 5.13 FERPA

Legal References: OCIO Standard 141.10 | FERPA, 20 U.S.C. § 1232g | RCW 42.52.050 (State Ethics) | RCW 42.56 (Public Records) | RCW 42.56.590 (Personal Information) | RCW 9A.60.010 and 9A.60.045 (Synthetic Likeness) | WaTech AI Risk Guidance (2025)
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